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7TTRUST Credential Service

Deployment Guide — Domain Verification Client

This guide walks you through deploying the 7TRUST Domain Verification Client on your Canton node.
Follow the steps below to get up and running.

Deployment Steps

1 Deploy the DAR

Download the latest DAR file here from the public C7 GitHub repository, then upload it to
your Canton participant node.

2 Deploy the Client Application

Pull the Docker image from the C7 GHCR repository here and deploy it to your
infrastructure.

TESTNET
docker pull ghcr.io/c7-digital/7trust-client:test

MAINNET
docker pull ghcr.io/c7-digital/7trust-client:prod

The Docker image runs an Nginx web server that connects to your OIDC-compliant IAM
provider and your participant node.

Required Environment Variables

Variable Description

CANTON_LEDGER_URL URL of your participant node's JSON API. Used to create and exercise
commands on contracts.

OIDC_AUTHORITY URL of your OIDC-compliant authority provider. Must return JWT access tokens
for users acting on your node.

OIDC_CLIENT_ID Client ID of the OIDC provider handling user logins. E.g. domain-verification

AUTHO_AUTH_AUDIENCE Auth0-specific. Required audience attribute when requesting an access token

(optional) from an AuthO |IAM provider.

The server listens on port 8080. Configure ingress on your infrastructure accordingly.
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https://github.com/C7-Digital/public-dars/releases/tag/domain-verification/v0.1.0
https://github.com/orgs/C7-Digital/packages/container/package/7trust-client
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First Login

Log in to 7TRUST

Once the client application is running, open it in your browser. You will be prompted with the
login screen below. Log in using your company IAM/SSO credentials or with a token.

Accept Terms & Conditions

After logging in, you will be prompted to review and accept the 7TRUST Terms of Service
and Privacy Policy. Read through them, check the box, and click Accept to continue.
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5 Complete DNS Verification

Once logged in and T&Cs accepted, the app will guide you through DNS domain verification
— confirming that your organisation controls the domain linked to your Canton Party ID.
Follow the on-screen instructions to complete verification and receive your 7TRUST
credential.

Support
Need help? Visit 7trust.c7.digital and use the Support form, or email us at support@c7.digital
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